Job Applicant Privacy Notice

Action 21 is aware of its obligations under the General Data Protection Regulation (GDPR) and
current data protection legislation and is committed to processing your data securely and
transparently. This privacy notice sets out, in line with data protection obligations, the types of data
that we collect and hold on you as a job applicant. It also sets out how we use that information, how
long we keep it for and other relevant information about your data.

Data controller details
Action 21 is a data controller, meaning that it determines the processes to be used when using your
personal data.

Data protection principles
In relation to your personal data, we will:

e process it fairly, lawfully and in a clear, transparent way

e collect your data only for reasons that we find proper for the course of your employment in
ways that have been explained to you

e only use it in the way that we have told you about

e ensureitis correct and up to date

e keep your data for only as long as we need it

e process it in a way that ensures it will not be used for anything that you are not aware of or have
consented to (as appropriate), lost or destroyed.

Types of data we process
We hold many types of data about you, including:

e your personal details including your name, address, date of birth, email address, phone numbers

e your photograph

e whether or not you have a disability

e information included on your CV including references, education history and employment
history

e documentation relating to your right to work in the UK

How we collect your data

We collect data about you in a variety of ways including the information you would normally include
in a CV or a job application cover letter, or notes made during an interview. In some cases, we will
collect data about you from third parties, such as employment agencies or former employers when
gathering references.

Personal data is kept in securely within Action 21’s IT systems.

Why we process your data
The law on data protection allows us to process your data for certain reasons only:

e in order to perform the employment contract that we are party to
e in order to carry out legally required duties

e in order for us to carry out our legitimate interests

e to protect your interests and

e where something is done in the public interest.



All of the processing carried out by us falls into one of the permitted reasons. Generally, we will rely
on the first three reasons set out above to process your data.

We need to collect your data to ensure we are complying with legal requirements such as:

e carrying out checks in relation to your right to work in the UK and
e making reasonable adjustments for disabled employees.

We also collect data so that we can carry out activities which are in the legitimate interests of the
Action 21. We have set these out below:

e making decisions about who to offer employment to
e making decisions about salary and other benefits

e assessing training needs

e dealing with legal claims made against us

If you are unsuccessful in obtaining employment, your data will not be used for any reason other
than in the ways explaining in relation to the specific application you have made.

If you do not provide your data to us

One of the reasons for processing your data is to allow us to carry out an effective recruitment
process. Whilst you are under no obligation to provide us with your data, we may not able to
process, or continue with (as appropriate), your application.

How long we keep your data for
In line with data protection principles, we only keep your data for as long as we need it for and this
will depend on whether or not you are successful in obtaining employment with us.

If your application is not successful we will keep your data for six months once the recruitment
exercise ends. If your application is successful, your data will be kept and transferred to the systems
we administer for employees. We have a separate privacy notice for employees, which will be
provided to you.

Making a complaint

The supervisory authority in the UK for data protection matters is the Information Commissioner’s
Office (ICO). If you think your data protection rights have been breached in any way by us, you are
able to make a complaint to the ICO.
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